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MISSIONS
ACCOMPLISHED

It’s all about support —24/7/365  

our people are on call for virtually every type 

of on-site operations and maintenance 

service demanded by today’s complex 

base operations.

WHAT CAN WE ACCOMPLISH FOR YOU?

emcor_info@emcor.net        866.890.7794        emcorgovservices.com

EMCOR Government Services takes  

many forms—our people support key  

facilities for the Army, Navy, Air Force,  

Marines, U.S. Coast Guard, and  

U.S. Customs and Border Protection  

and more.

High-tech, high-performance  

facilities deserve a higher caliber  

of preventive maintenance and  

repair—we are proud to provide  

vital services and Base Operations 

Support nationally.

What don’t we do for the US Military?

While we don’t drive the armored vehicles or pilot the jet fighters,  

EMCOR has plenty of boots on the ground to keep our troops and their 

facilities safer, more efficient, and ever ready. Below is just a sample 

of how we help the military accomplish its missions…
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Features:

 › Input current telemetry

 › 18 to 40V DC input

 › RAD-Hard with TID >100Krads

    and SEE immunity to

    LET = 83MeV-cm2/mg

 › 30W low voltage single and

    dual outputs

 › Efficiency up to 81%

 › Latch-off output overvoltage

    protection (OVP) 

 › Design analysis including

    WCA available

 › Industry’s standard package:

    3.50”L x 2.50”W x 4.75”H

LSO Series – Space 
Grade DC-DC
Converter with OVP 

For more information call 

1.800.981.8699 or

visit www.irf.com
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BY JOHN KELLER, EDITOR IN CHIEF trends

Remembering Amos Deacon Jr., 
1934 to 2015

We lost someone whom many of us 

in the military electronics industry 

have known and done business with 

for a long time: Amos Deacon Jr., 

founder of rugged data storage spe-

cialist Phoenix International Systems 

Inc. in Orange, Calif. He lost his bat-

tle with cancer on 19 Nov. 2015 at his 

home in California. He was 82.

It was with a rare blend of busi-

ness acumen, blunt honesty, human 

compassion, and wry humor that 

Deacon practiced his craft among us 

in the aerospace and defense elec-

tronics industry for more than half a 

century.

He was born in Dunedin Isle, Fla., 

in a house on stilts in the Gulf of 

Mexico, and grew up in Central Flor-

ida and Pennsylvania. After gradu-

ating in 1951 as class valedictorian 

at Paradise High School in Pennsyl-

vania, he attended the U.S. Naval 

Academy in Annapolis, Md., and La-

fayette College in Easton, Pa.

In 1962, he was hired by the 

Hughes Aircraft Co. and moved 

his young family to Orange, Calif. 

He completed the MBA program at 

the University of Southern Califor-

nia (USC) in Los Angeles where he 

was named to Beta Gamma Sigma, 

the highest honor of the USC School 

of Business. According to his fami-

ly, his entrepreneurial spirit led him 

to much success as the founder and 

CEO of various enterprises, most sig-

nificantly as a pioneer in the mini 

computer industry with the estab-

lishment of MDB Systems in Orange, 

Calif., and Phoenix International.

In recent years, Deacon turned 

over day-to-day operations of Phoe-

nix International to his son, Amos 

Deacon III, so he could start military 

light vehicle manufacturer All Ter-

rain Vehicle (ATV) Corp. in Orange, 

Calif. ATV and Phoenix Internation-

al were at the same location, one 

behind the other. For many years, 

Deacon was a fixture in the Phoe-

nix International booth at military 

and aerospace embedded computing 

shows around the country. He could 

talk chapter-and-verse about rug-

gedized data storage systems that 

were his company’s stock in trade, 

yet had an eye for the big picture in 

the embedded computing business.

I remember visiting Deacon at an 

electronics show in the mid ’90s, as 

the U.S. defense industry was nosing 

over after the end of the Reagan mil-

itary buildup of the 1980s. Although 

he could recite the established pub-

lic relations line with the best of 

them, he gave me the straight scoop.

“What’s the buzz at the show,” 

I asked him. After an appropriate 

pause he gave me a knowing smile, 

looked over his glasses, and said, 

“John, there is no buzz.” Indeed there 

wasn’t buzz at that show, despite all 

my efforts to find some.

What stays in my mind most 

about Amos Deacon Jr. was a phone 

call I had with him a month or two 

before the Twin Towers terrorist at-

tack on 9/11. My dad had been to Af-

rica where he was stricken with a 

paralyzing disease. I spent several ag-

onizing days in Atlanta waiting for a 

long-delayed commercial flight from 

Johannesburg that brought my par-

alyzed father and exhausted mother 

back to the U.S. I arranged for an air 

ambulance to get him from Atlanta 

to Los Angeles where UCLA Medical 

Center was waiting for him. I left At-

lanta on a commercial flight, and ar-

rived in L.A. at about 3 a.m. to meet 

my dad, mom, and sister at UCLA. 

There was little, if any, sleep that 

night, and I needed to speak to Dea-

con that morning on other business. 

The stress and lack of sleep must 

have come through in my voice 

when I spoke to him from the wait-

ing room at UCLA Medical Center. 

He asked me what was wrong 

and I explained the story. Knowing 

that he was just one county away 

from me in Southern California, he 

didn’t hesitate.  “John, if you need 

anything... and I mean ANYTHING... 

you call ME.” I never forgot that, and 

I never will. Amos Deacon Jr. was a 

good man. I know we’ll miss him. 
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Marines choose SAIC and BAE Systems 
to develop new amphibious armored 
combat vehicle
BY JOHN KELLER

QUANTICO, Va. — U.S. Marine Corps 

amphibious warfare experts are 

choosing BAE Systems and Science 

Applications International Corp. 

(SAIC) to develop advanced versions 

of a new amphibious armored com-

bat vehicle and accompanying ve-

tronics to replace an aging fleet of 

amphibious assault vehicles (AAVs).

Officials of the Marine Corps Sys-

tems Command at Quantico Marine  

Base, Va., announced contracts to 

SAIC and BAE Systems to build 13 

advanced prototypes of Amphib-

ious Combat Vehicles (ACVs) in a 

program called ACV 1.1. The Ma-

rines will choose one of these com-

panies in 2018 for full-scale ACV 

production.

The ACV will be a wheeled ar-

mored combat vehicle able to move 

Marine infantry warfighters from 

ships offshore to fight their way 

onto invasion beaches. Marine 

Corps leaders have reasonable costs 

in mind for the ACV project after 

having cancelled the expensive ex-

peditionary fighting vehicle (EFV) 

program in 2011.

Both companies are basing their 

ACV designs on foreign-built ar-

mored personnel carriers. BAE Sys-

tems is basing its ACV design on the 

Superav 8x8 amphibious armored 

personnel carrier developed by the 

Italian company Iveco Defence Ve-

hicles. SAIC, meanwhile, is basing 

its ACV design on the Terrex 8X8 ar-

mored personnel carrier from ST 

Engineering in Singapore.

The BAE Systems contract is for 

$121.5 million, while the SAIC con-

tract is for $103.8 million. Each con-

tract has options to build three 

additional Amphibious Combat Ve-

hicles that include different config-

urations and weapons systems for 

separate missions.

Each contract has options to 

build 60 low-rate initial production 

vehicles and 148 full-rate production 

vehicles. 

Companies that competed for the 

ACV contracts but that were not se-

lected include General Dynamics 

Corp. and Lockheed Martin Corp. It 

wouldn’t be a surprise to see Gen-

eral Dynamics or Lockheed Mar-

	GE Intelligent Platforms 
to be renamed 
Abaco Systems
Embedded computing special-

ist GE Intelligent Platforms is 

changing its name to Abaco 

Systems as a result of the com-

pany’s acquisition last Septem-

ber by New York-based private 

equity firm Veritas Capital. Re-

branding the company’s em-

bedded computing products 

and systems to the Abaco Sys-

tems name begins immediate-

ly, as company officials work 

to close the acquisition and 

transfer ownership from Gen-

eral Electric Co. to Veritas Cap-

ital. General Electric officials 

announced in September that 

they are selling the General 

Electric embedded computing 

business based in Huntsville, 

Ala., known as GE Intelligent 

Platforms, to Veritas Capital. 

The embedded systems busi-

ness has been part of GE large-

ly since 2006 when GE acquired 

leading embedded comput-

ing companies Radstone Tech-

nology PLC and SBS Technol-

ogies. Earlier GE had acquired 

embedded computing compa-

nies VMIC in 2001 and RAMiX 

in 2003. 

FOR MORE INFORMATION visit 
GE Intelligent Platforms online 
at www.geautomation.com, 
or Veritas Capital at 
www.veritascapital.com.

SAIC is basing its ACV design on the Terrex 

8X8 armored personnel carrier, above, from 

ST Engineering in Singapore.

CONTINUED ON PAGE 4 
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COTS components on the rise in 
communications and surveillance
BY JOHN KELLER

MOUNTAIN VIEW, Calif. — Use of com-

mercial off-the-shelf (COTS)-based 

computing, data storage, security, 

networking, and collaboration tools 

is accelerating in U.S. Department 

of Defense (DOD) command, control, 

communications, computers, intelli-

gence, surveillance, and reconnais-

sance (C4ISR) applications, market 

analysts say.

Spending for COTS components 

in military C4ISR will increase over 

the next five years, despite a flat 

market for military C4ISR applica-

tions overall, say analysts at mar-

ket researcher Frost & Sullivan in 

Mountain View, Calif.

Cloud computing and big-data 

technologies will complement COTS-

based smartphones, tablets, wireless 

networks, and productivity applica-

tions of all kinds through 2020.

The DOD’s appetite for cloud 

computing as an enterprise network 

service will grow dramatically, de-

spite lingering security concerns, 

analysts say.

A total of $39.54 billion has 

been earmarked for 2016 DOD pro-

grams for C4ISR, electronic war-

fare, and information operations, 

as well as multipurpose technolo-

gies, Frost & Sullivan experts say. 

This is an increase of 8.8 percent 

from 2015. C4ISR spending will con-

tinue to grow at a compound annu-

al growth rate of 1.4 percent during 

2014 through 2020.

“Sharp procurement spikes with-

out significant corresponding re-

search reductions for ballistic 

missile defense, unmanned ve-

hicles, and satellites resulted in 

a substantial uptick in request-

ed 2016 C4ISR spending,” says 

Brad Curran, Frost & Sullivan 

aerospace & defense senior in-

dustry analyst.

Combat systems integration, 

collaborative targeting, and im-

proved surface ship self-defense are 

priorities for the U.S. DOD through 

2020, analysts say.

“With C4ISR products and ser-

vices likely to experience price and 

technology upgrade pressure from 

commercial process control, imag-

ery, IT, as well as energy and power 

industries, market participants must 

quickly revise their strategies for 

success,” Curran says. “Additionally, 

adequate emphasis on maintenance, 

spares, logistics, and training ser-

vices will be essential for new sales.”

In 2014, the top 10 firms held 

40.9 percent of U.S. DOD C4ISR con-

tract value. Future growth rates and 

margins will depend on the extent 

to which they adapt to emerging 

market requirements. 

FOR MORE INFORMATION visit Frost & 

Sullivan online at www.frost.com.

tin protest the contracts to SAIC and 

BAE Systems.

The BAE Systems and SAIC teams 

are building ACV systems able to 

operate through enemy direct fire, 

indirect fire, and land mines with 

low-profile visual and infrared sig-

natures, modular protection, and 

other armored vehicle technologies.

The vehicles will be able to swim 

to shore from as far as 12 miles out 

to sea, switch from operating in the 

water to ground operations with-

out pause, and then maneuver with 

M1 Abrams main battle tanks in a 

mechanized task force. The ACV 

will be able to destroy relatively 

light enemy combat vehicles simi-

lar to itself.

The ACV will provide direct fire 

support for Marine infantry, and 

will be able to carry 17 Marines at 

speeds of at least eight knots at sea 

amid three-foot waves with waves 

as large as three feet.

On shore, the ACV will have high-

ground clearance and a V-shaped 

hull to resist the effects of land 

mine blasts, and will be able to op-

erate with a wheel blown off.

Each ACV will have a crew of 

three and an M2 .50-caliber ma-

chine gun in a remote weapons sta-

tion, with the potential to install a 

stabilized dual-mount M2/Mark 19 

grenade launcher turret.

On these contracts, SAIC will do 

its work in Charleston, S.C., and BAE 

Systems will do its work in York, Pa. 

Both companies should be finished 

by September 2017. 

FOR MORE INFORMATION visit SAIC  
online at www.saic.com, BAE Systems 
at www.baesystems.com, or Marine 
Corps Systems Command at 
www.marcorsyscom.marines.mil.

MARINES CONTINUED FROM PAGE 3

Spending for COTS components in military 

C4ISR will increase over the next five years, 

analysts predict.
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Cyber not only is the global fifth do-

main of war, but it also is the new-

est and most difficult to define, track, 

keep ahead of, or defend against, as 

well as the easiest to enter. All this 

makes crafting strategies and devel-

oping enabling technologies infinitely 

more difficult for next-generation cy-

ber warfare than doing the same for 

the air, land, sea, and space domains.

Cyber’s pervasiveness across air, 

land, sea, and space warfare elevates 

it to a level of discussion, develop-

ment, threat, and counter-threat pre-

viously unseen in military and law 

enforcement planning. For the past 

15 years, virtually every military, 

government, and industry entity has 

created dedicated cyber commands, 

Cyber security 
expands to 
meet demands

Defensive and offensive cyber warfare capabilities are 

growing to meet dangerous new cyber threats from national 

adversaries and shadowy terrorist groups, as military command 

structure evolves to meet tomorrow’s cyber challenges.

BY J.R. Wilson

The Strategic Information and Operations 

Center, the FBI’s global watch and communi-

cations center, provides a platform for cyber 

security decision-making and the ability to 

synthesize intelligence.
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Members of the Vermont National Guard conduct a cyber security exercise for cyber defenders 

with a fellow Red Cell team member during a 2014 Cyber Shield exercise in Arkansas.

subcommands, offices, agencies, 

units, and departments — mandated 

by the inexorable digitization of ev-

ery aspect of life on Earth.

“Beyond impacting data, systems,  

and networks, adversarial operations 

in the fifth domain have the poten-

tial to negatively affect operations in 

the other four domains,” notes Troy 

Johnson, director of the U.S. Navy 

Cybersecurity Division. “As a result, 

the Navy is committed to improving 

its cyber security. Toward this end, 

the Navy established Task Force Cy-

ber Awakening [TFCA] in 2014 to im-

prove cyber security after its net-

work was compromised the previous 

year. The mission of the task force 

was to take a comprehensive look at 

the Navy’s cyber security and make 

changes to improve its defenses.

“TFCA established priorities for 

protecting the Navy based on rec-

ommendations from industry, the 

cyber security community, and 

stakeholders. Using these priorities, 

the task force evaluated hundreds of 

funding requests for addressing vul-

nerabilities, which resulted in $300 

million being set aside in 2016 for 

solutions that strengthened the Na-

vy’s defenses and improved aware-

ness of its cyber security posture.”

The Navy Cybersecurity Division 

was created by the Chief of Naval Op-

erations in September 2015 to con-

tinue the transformation started by 

TFCA. The new division oversees the 

Navy’s approach to cyber security by 

developing strategy, ensuring compli-

ance with cyber security policy, and 

advocating for cyber security require-

ments. One TFCA-identified funding 

priority is for control points that al-

low the Navy to isolate portions of 

the network after a breach is detect-

ed. Johnson compares it to watertight 

compartments on a ship, with cyber 

control points allowing the Navy to 

limit the impact of a compromise and 

keep adversaries from moving to oth-

er targets in the network.

Limiting connectivity

“These control points will also al-

low the Navy to selectively lim-

it connectivity for parts of the net-

work if increased cyber activity from 

adversaries is expected, similar to 

how ships set different material con-

ditions of readiness,” Johnson adds. 

“The task force also formed a Na-

vy-wide group to implement the CY-

BERSAFE Program, which is modeled 

after SUBSAFE, the rigorous subma-

rine safety program begun after the 

loss of the Permit-class fast-attack 

submarine USS Thresher in 1963.

“CYBERSAFE will harden a crit-

ical subset of warfighting com-

ponents, which could be certain 

computer systems or parts of the 

network. [It also] will apply more 

stringent requirements to these 

components before and after field-

ing to ensure they can better with-

stand attempted compromises. CY-

BERSAFE will also require changes 

in crew proficiency and culture to 

implement these requirements.”

The Navy also maintains techni-

cal solutions alone cannot provide 

complete protection. Key contribu-

tors to naval defense in the future 

include the cyber security, profes-

sional and general workforce.

“I still use the term ‘defense-in-

depth’ — there is no single technolo-

gy that provides holistic defense-in-

depth,” says Ralph Havens, president 

of Infoblox Federal. “Infoblox specif-

ically addresses DNS [Domain Name 

System] security on the network, that 

known hole where information can 

provide internal and external threat 

detection and prevention on that ser-

vice as part of a much larger defense-

in-depth effort on your network.

“Is the global enterprise more at 

risk tomorrow than it was yester-

day? Certainly. With the evolution of 

our military capabilities, the perva-

siveness of global growth has opened 

up the number of entry points. 

The more bandwidth, devices, and 
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mobility, the greater the offensive 

threat and need for defense against 

those threats. Anybody with a com-

puter and an intent can present an 

offensive threat in cyber warfare.”

According to the “2014 National In-

telligence Strategy Roadmap,” cyber 

is one of four primary missions of the 

U.S. Intelligence Community (IC). At 

the core is cyber intelligence: the col-

lection, processing, analysis and dis-

semination of information from all 

sources of intelligence on foreign ac-

tors’ cyber programs, intentions, ca-

pabilities, research and development, 

tactics, and operational activities and 

indicators — all of which potentially 

impact national security, information 

systems, infrastructure, and data. On 

the offensive side, they can provide 

insight into the components, struc-

tures, use, and vulnerabilities of for-

eign information systems.

Cyber primary mission

“State and non-state actors use digi-

tal technologies to achieve econom-

ic and military advantage, foment 

instability, increase control over con-

tent in cyberspace, and achieve oth-

er strategic goals — often faster than 

our ability to understand the securi-

ty implications and mitigate potential 

risks. To advance national objectives, 

customers increasingly rely upon the 

IC to provide timely, actionable intel-

ligence and deeper insights into cur-

rent and potential cyber threats and 

intentions,” the Roadmap says.

“The IC also provides needed ex-

pertise to defend U.S. government 

networks along with other critical 

communications networks and na-

tional infrastructure. To be more ef-

fective, the IC will evolve its cyber 

capabilities, including our ability to 

attribute attacks. The IC will focus 

on identifying trends and providing 

the context to improve our custom-

ers’ understanding of threats, vul-

nerabilities, and impact.”

Vice Adm. Jan E. Tighe, command-

er of the U.S. Fleet Cyber Command 

and Tenth Fleet, says recent world 

events have underscored the two-

edged quality of cyberspace. “Our ad-

versaries are flexing their muscles 

and have proven the vulnerability of 

our assets — governmental, commer-

cial, academic and military — posing 

serious risks to our nation’s security 
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Navy cyber security experts conduct joint-service classes designed 

to show, and build, cyber Warrior capabilities. 

and missions that we as a 

navy are executing around 

the globe every day. Because 

of these facts, this strategic 

plan emphasizes the warf-

ighting aspects of this com-

mand, offensive and defen-

sive, while still recognizing 

the significant ways in which 

other warfighters rely on our 

effectiveness in the conflu-

ence of cyberspace, the electromag-

netic spectrum and space,” she wrote 

in the foreword to the “10th Fleet/Nav-

CyberCom Strategic Plan 2015-2020.”

“New warfighting platforms do not 

spring full-grown from their technical 

roots. They may appear initially as  

interesting oddities, such as the first 

submarines. They may even start as 

enablers, such as aviation’s early re-

connaissance balloons. Eventually,  

though, in the hands of innovative 

operators, they turn a corner to real-

ize their full potential: They become 

formidable warfighting platforms, 

which must be vigorously defended, 

as well as employed to strike adver-

saries when needed. The military that 

grasps this turning point soonest is 

the one that seizes the advantage.”

Strategic goals

The strategic goals outlined in the 

plan, while designed for the Navy, 

are generally applicable across the 

services:

Goal 1:  Operate the network as a 

warfighting platform

Goal 2:  Conduct tailored signals 

intelligence

Goal 3:  Deliver warfighting effects 

through cyberspace

Goal 4:  Create shared cyber situa-

tional awareness

Goal 5:  Establish and mature Navy’s 

cyber mission forces

As described by the Navy’s Strate-

gic Plan: “With the advent of cyber-

space as an operational domain of 

war, it is insufficient to focus solely  

on peer nation-state competitors — 

those simple days are no longer with 

us. Current and evolving threats 

now extend from a growing grab bag 

of bad guys that include criminal 

organizations, lone wolves, surro-

gates, research entities, front compa-

nies, insiders, and nation-states. The 

sheer number of these actors, and 

the increasing blur between them, 

presents a complex challenge. Not 

only is attribution harder, but also 

potential loss of control of malware 

by one cyber actor becomes an op-

portunity for another.

“These factors combine to increase 

the fog and friction in cyberwar and 

lead to mistakes that could result in 

uncontrolled or unintended escala-

tion of hostilities. The threats that 

concern us aren’t mere ‘cyber-mis-

chief’ or pesky ‘spy vs. spy’ activity. 

As recent events have made clear, the 

rising tide of information technology 

propels unpredictable world events. 

Data compromise and information 

loss — military, government, indus-

trial, and academic — threaten our 

economy and our way of life, direct-

ly and through the danger they pose 

to international security, thereby af-

fecting U.S. interests worldwide.”

Acknowledging that, 

Lockheed Martin Cyber Solu-

tions (LMCS) terms its ap-

proach to advanced global 

cyber security as “full spec-

trum cyber capability”, de-

signed to address asymet-

ric and advanced persistence 

threats from defensive to ex-

ploitive to attack.

“To address offensive 

and defensive [requirements] across 

all five domains, we integrate the 

full spectrum of cyber capabili-

ty into everything we do as we de-

velop platforms and systems for 

our customers, from the kinetic to 

the non-kinetic, the advanced per-

sistent threat piece,” says LMCS Vice 

President Deon Viergutz. “Custom-

ers are moving to what we call intel-

ligence-driven defense, the cyber kill 

chain — a 7-step approach to iden-

tify, track, and thwart threats.” Key 

to that is providing COCOMs and de-

ployed units with dual purpose tool 

kits that can address offensive and 

defensive requirements, rather than 

mission-specific tools for each.

Convergence of systems

“We look at the convergence of sys-

tems, the way in which information 

is gathered, where you take tradi-

tional SIGINT, cyber, and so on and 

converge those into a single set of ca-

pabilities. And that, we believe, is 

the future of cyber warfare,” Vier-

gutz says. “As we develop capabili-

ties, from a cyber perspective, we’re 

building weapons and launchers, as 

well as cyber control and situation-

al awareness tools to do BDA in a cy-

berspace environment.

“When cyber was declared a fifth 

domain, giving DOD responsibility  

to train, plan, and equip brought 
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additional need for capabilities. The 

defensive state-of-the-art, in which 

Lockheed Martin has invested for 

some time, is cyber protection of plat-

forms and systems. As we develop 

SOTA aircraft and ships and missile 

systems, we also integrate into those 

what we call ‘cyber inside’. From a 

defensive perspective, protecting 

against potential attack vulnerabili-

ties, but also, where there is a need, 

to enable offensive capability as well.”

Infoblox Federal’s Havens agrees: 

“It is tremendously important that all 

aspects of the network be secured to 

the best of anybody’s ability. Offen-

sive cyber threats change and evolve 

on a very rapid basis and our ability  

to defend against them needs to 

evolve ahead of those. In a forward 

deployed state, you often don’t have 

redundant systems, so it is extreme-

ly important to have defense in depth 

and ensure all your assets are secure.”

In many respects, cyber has been 

around a long time and under dif-

ferent names — information assur-

ance, electronic warfare, etc. Cyber 

is an integral part of the 21st Centu-

ry national fabric and culture, from 

how systems are engineered, de-

veloped, deployed, and sustained to 

how they can be enabled by cyber 

capability to project power and to 

defend against cyber threats.

In addition to U.S. CYBERCOM’s 

6200 cyber warriors, the defense in-

dustry is a force multiplier, develop-

ing required capabilities and transfer-

ring innovative capabilities developed 

to defend its own networks as well as 

those of commercial interests.

“Going forward, it will be import-

ant that the technologies warfighters 

have are multipurpose, converged, 

enable situational awareness of the 

battlespace on a more global scale. 

We like to say we no longer fight in 

only one domain; we now fight in a 

multi-domain environment. Those 

capabilities have to be delivered 

quickly. You can’t wait five years — 

cyber capabilities need to arrive to-

morrow,” Viergutz says. “When 

warfighters are called into future 

conflicts, I think they will go with 

an integrated toolset and capabili-

ties, and will need systems that can 

go from defense to offense. Envision 

signals warfare, cyber, and EW con-

verged into a single capability, oper-

ating in a multi-domain space.”

Cyber as part of warfare

The use of cyberspace to pursue 

political goals and seek geostrate-

gic advantage is rapidly increas-

ing worldwide, according to Jarno 

Limnéll, director of cyber securi-

ty at McAfee, in the August 2014 on-

line issue of Breaking Defense. Howev-

er, he warns, as the U.S. and NATO 

look to next-generation cyber war-

fare systems, they cannot risk mis-

construing it as an independent and 

separate form of war.

“Nation-states are pouring mas-

sive amounts of money into develop-

ing technological capabilities and hir-

ing skilled people. There are already 

about 35 countries with the capabil-

ities and doctrines to conduct offen-

sive cyber operations. The world is 

moving toward a greater strategic use 

of cyber weapons. The reality is if you 

want to be a credible player in world 

politics, in economics, and on the bat-

tlefield, you must possess strong cy-

ber capabilities,” Limnéll wrote.

“The increasing importance of cy-

ber is a phase in normal evolution. 

Societies, in their daily activities as 

well as in warfare, are ever more 

dependent on digitally connected 
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infrastructure. NATO operations rely 

heavily on cyber-enabled networks. 

Therefore, cyber needs to be taken 

seriously as a strategic issue, but not 

exaggerated as revolutionary.

“Cyber is understood too often 

as a standalone approach to securi-

ty and warfare, unconnected to tradi-

tional means of defense. The prima-

ry challenge is to integrate cyber into 

a broader strategic and operational 

concept, for defense and offense. It is 

a challenge more cultural than 

technical. We have to keep in 

mind that there will never be 

a ‘pure cyberwar’ and cyber 

operations should not be sep-

arated from the broader con-

text of war. Cyber will be a sig-

nificant part of all wars and 

conflicts.”

Unlike all previous ad-

vances in military technol-

ogies, private industry, not 

governments or the mili-

tary, is at the core of invest-

ment, research, and development, 

says Daniel Goure, vice president at 

the public-policy research organiza-

tion Lexington Institute. It requires 

a new strategy to counter the use 

of cyber weapons by state and non-

state actors.

Private sector takes the lead

“First, the rate of change in cyber 

security technology and methods 

is concentrated in the private sec-

tor. Second, most of the critical in-

frastructure that requires protec-

tion from cyber attacks is in private 

hands, too. Third, military insti-

tutions, actually governments in 

general, are just too slow at un-

derstanding the rapidly changing 

state-of-the-art technologies and ac-

quiring cyber capabilities. Finally, 

many of the people who make the 

best cyber warriors are the least 

suitable for membership in a hier-

archical, rules, and tradition-driven 

organization — even if they could 

pass the physical,” Goure maintains.

Private companies in the United 

States, Israel, the United Kingdom, 

Sweden, and Finland are at the fore-

front of developing the technologies, 

organizations, trained personnel, 

and strategies for engaging on this 

new battlefield, Goure says. Those 

companies fall into a variety of nich-

es — major defense contractors, 

such as Lockheed Martin, BAE Sys-

tems, and General Dynamics; small-

er, more specialized defense-orient-

ed operations, such as ManTech and 

Kingfisher Systems; and primarily 

commercial cyber security software 

and service entities, such as McAfee.

“In this field, these companies  

have proven to be agile and innova- 

tive. They have a vast array of tools, 

methods and strategies for dealing  

not only with external attacks but the 

more insidious and probably more 

dangerous insider threat. Because no 

single technique, program, or data 

base will provide a complete solution 

to the cyber threat, there is a need for 

an array of solutions that can provide 

a layered defense capability,” Goure 

says. “There are also policy, strate-

gy, and legal issues regarding cyber 

warfare to be addressed with U.S. al-

lies. If Russia moves against Ukraine, 

NATO may find itself under cyber at-

tack from shadowy groups. Can the 

Alliance defend itself against such 

attacks and how will it respond? It 

would be wise to know the answers 

before the next war starts.”

Crippling disruption

As stated in the Navy’s cyber 

strategic plan: “In all sens-

es, information disruption is 

crippling. Whether it stems 

from malfunction or malevo-

lence is moot. The results are 

the same: loss of freedom of 

action, loss of prosperity, in-

creased operational risk and, 

at worst, damage to property, 

injury, or death. In this envi-

ronment, we face paradoxi-

cal challenges. Explosive ad-

vances in technology and complex 

systems of trade, information, and 

security force us to confront an old 

problem: how to drink from a fire 

hose. The volume of data and the 

speed at which we receive it can be 

overwhelming. And empowering.

“Success in the cyber domain re-

quires vigilance; it requires that we 

constantly monitor and analyze Navy 

information systems, their availabil-

ity and vulnerabilities, and any sus-

picious or malicious activity on these 

systems. In the next five years, we 

will expand our current capabilities to 

include a more robust, globally pop-

ulated, and mission-tailorable cyber 

common operating picture (COP).”

In 2009, the DOD responded to 

the growing cyber challenge by es-

tablishing the joint-service U.S. 

The Distributed Common Ground System is where Air Force 

intelligence is analyzed and processed, including imagery from 

unmanned aerial vehicles.
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Cyber Command, co-commanded by 

the Director of the National Security 

Agency. USCYBERCOM quickly deter-

mined the need for a Cyber Mission 

Force (CMF) to complement existing 

defensive and cyber operational forc-

es. By 2018, the developing CMF will 

consist of 133 manned, trained and 

equipped elite cyber teams: 13 Na-

tional Mission Teams, 68 Cyber Pro-

tection Teams, 27 Combat Mission 

Teams, and 25 Cyber Support Teams.

The National Mission Forces are 

tasked with defending the nation’s 

infrastructure from cyber attacks by 

seeing adversary activity, blocking 

attacks, and maneuvering to defeat 

threats. The Protection Forces will de-

fend and secure the DOD Information 

Networks (DODIN) and, when autho-

rized, other infrastructure. The Com-

bat Mission Forces will support com-

bat commanders’ planning and, when 

authorized, deliver cyber effects. The 

Support Teams provide analytic and 

planning support to the National Mis-

sion and Combat Mission teams.

Military cyber commands

USCYBERCOM Deputy Commander 

Air Force Lt. Gen. James McLaughlin 

says all teams will be at initial op-

erating capability by the end of 2016 

and at full operational capability by 

the end of 2018.

USCYBERCOM has directed each 

of its service components — Army 

Cyber Command, Fleet Cyber Com-

mand, Air Force Cyber Command, 

Marine Forces Cyber Command, and 

Coast Guard Cyber Command — to 

establish the teams that will com-

pose the CMF. Although subordinate 

to the Department of Homeland Se-

curity, CGCYBER has a direct support 

relationship to USCYBERCOM.

“What’s really driving companies  

and the government is that cyber has 

to be a key part of their missions. 

Companies and government agencies 

now accept that they are susceptible 

to cyber attacks, which will come — 

they need to be ready for those,” 

 Viergutz says. “As we recognize the 

threat to our global supply chain, it’s 

critical that we drive a lot of our best 

practices in cyber protection into that 

supply chain. New rules are being es-

tablished, with the intent of bringing 

everyone up to a level of at least min-

imal capability.” 
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Data storage faces  
network-centric future
Rugged data storage is dominated today by solid-state disks, yet there 

is still room for rotating hard disks, with emerging requirements 

for data security and sharing storage devices on networks.

BY John Keller

The need for rugged data storage in 

military and aerospace systems is 

growing constantly, as manned and 

unmanned reconnaissance and sur-

veillance sensors proliferate at an as-

tonishing rate, and drive the need for 

robust and reliable storage for crucial 

video, signals intelligence informa-

tion, and multispectral sensor data.

Data storage technologies are 

evolving quickly, offering many 

choices for systems integrators who 

must quickly store terabytes of vid-

eo, imagery, signals intelligence 

(SIGINT), and other data-intensive 

applications. While solid-state stor-

age has become dominant in mis-

sion-critical aerospace and defense 

applications, there is still room for 

rugged rotating data storage media, 

while integrators are keeping an eye 

on new 3D solid-state storage to see 

if this promising approach becomes 

rugged enough for military uses.

Data security, meanwhile, rep-

resents a growing trend in mili-

tary data storage not only to ensure 

that sensitive data doesn’t fall into 

the wrong hands, but also to assure 

the quality of recorded data, and 

to make sure that no one has tam-

pered with recorded information.

At the same time, vestiges of cloud 

computing and big-data are making 

their way into military and aerospace 

data storage, as Ether-

net-based network-cen-

tric storage is helping to 

reduce size and weight 

by eliminating the need 

for each sensor to have 

its own dedicated data 

storage system.

Imperatives of data 

storage

The need for high-speed 

data storage is perva-

sive in aerospace and 

defense applications 

because of the constant and per-

sistent nature of surveillance and 

reconnaissance. Sensor data is 

coming in from reconnaissance 

satellites, manned aircraft, un-

manned aerial vehicles (UAVs), and 

The StorSys-3000 from Elma 

Electronic combines eight 

terabytes of high-speed 

storage with Intel Core i7 

processing in a rugged chassis. 

It has Dual 10 Gigabit Ethernet 

ports for data-intensive, real-

time applications.
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perimeter-security 

systems from count-

less fixed sites. All 

that data has to go somewhere, and 

with a growing number of sensors, 

this data has to be recorded quickly, 

reliably, and securely.

“We have seen requests for data 

storage from UAVs, fighter jets, and 

larger aircraft,” says Paul Ambuehl,  

senior design engineer at Extreme 

Engineering Solutions (X-ES) in 

Middleton, Wis. “It’s not just one 

area that is interested in it.

“Something we see a lot of is for 

data recording applications to cap-

ture raw video,” Ambuehl continues. 

“That needs to be dumped quickly 

from solid-state drives. They can go 

up to 500 megabytes per second or 

more, so you can dump compressed 

video very quickly to these drives.”

Data storage media

Solid-state drive (SSD) technology  

dominates today’s aerospace and 

defense applications that typically 

are subject to shock, vibration, tem-

perature extremes, and other de-

manding environmental factors. It’s 

reliable, fast, space-efficient, and 

can record ever-larger amounts of 

data. Its downsides, however, in-

volve longevity and price.

Solid-state storage, which relies 

on various kinds of Flash memory,  

has a tendency to wear out — not 

quickly, mind you, but its maximum 

number of read and write cycles are 

numbered. Systems designers must 

keep that in mind, especially for ap-

plications that write small bits of 

data over and over again.

Compared with rotating media, 

“solid-state devices wear out fast-

er in a transactional environment 

like a database where you have 

many small records that are being 

accessed, written, and erased; that 

is the worst-case environment for 

a solid-state disk,” says Amos Dea-

con III, president of data storage 

The scalable Compact 

Network Storage (CNS4) 

system from Curtiss-Wright 

is a conduction-cooled 

network file server (NFS) 

with scalable storage, 

flexible I/O, and encryption 

options in demanding 

military environments like 

transports, helicopters, 

unmanned aircraft, and 

mobile radar.
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specialist Phoenix International Sys-

tems in Orange, Calif.

On the other hand, solid-state 

storage “lasts longer where you have 

continuous data flow like video, te-

lemetry, or radar,” Deacon says. 

The cost of solid-state storage has 

been coming down as its popularity  

increases, yet it still is relatively ex-

pensive — particularly for the ultra- 

reliable, single-level-cell (SLC) NAND 

Flash technology favored by those 

designing high-reliability aerospace 

and defense systems.

Nevertheless, solid-state storage  

has taken a lead role in the rug-

gedized storage market. “We have 

seen the move from rotating drives 

to solid-state drives. We almost nev-

er use rotating drives anymore,” 

says Paul Davis, director of product 

management at the Curtiss-Wright 

Corp. Defense Solutions Division in 

Dayton, Ohio. In addition to its ad-

vantages in size and reliability, sol-

id-state storage technology also is 

moving forward at a rapid clip. “The 

amount of data you can get in a cer-

tain size is doubling about every 18 

months,” Davis says.

“Everything seems to be going 

solid state, which makes sense  

from a shock, vibration, and tem-

perature perspective,” says X-ES’s 

Ambuehl. NAND Flash technol-

ogy that dominates today’s sol-

id-state drives essentially comes 

in three varieties: single-level cell 

(SLC), multi-level cell (MLC), and tri-

ple-level cell (TLC). MLC and TLC 

are pushing the bounds of storage 

capacity and can offer massive lev-

els of storage at reasonable prices.

MLC and TLC Flash are becoming 

popular for commercial applications, 

as well as for personal computers. 

“Large users like Amazon use TLC 

and MLC because these drives are 

dense and inexpensive,” Ambuehl 

says. Nevertheless, the smaller-ca-

pacity SLC technology still is popu-

lar for military and high-reliability 

applications because of its reliability 

in harsh environments, and because 

of its longevity.

“SLC has 10 times as many pro-

gram erase cycles as MLC, and even 

more than that compared to TLC,” 

Ambuehl says. In addition, “there is a 

concern with MLC as far as their data 

retention at higher temperatures,” he 

says. “Overall SLC is better 

across the board.”

Still, the reliability 

and longevity of SLC sol-

id-state memory comes at 

a price. “With SLC there is 

a large cost adder; SLC is 

not cheap,” Ambuehl says. 

He estimates that SLC costs 

about five times as much as 

MLC for the same storage capacity.

Another market concern about 

SLC involves its future. Its MLC and 

TLC competitors offer bigger market 

potential and larger profits for their 

manufacturers. Some storage ex-

perts worry that the days of SLC are 

numbered, despite the technology’s 

advantages for military applications.

“The density of MLC is at least 

twice the density of SLC,” Ambuehl  

says. Also, it’s hard to say what 

the future of SLC will be. Signs are 

pointing that it might be dying in 

the future.” Solid-state memory ex-

perts are investigated new ways 

of enhancing the reliability of MLC 

storage, which eventually could 

make it an attractive option for 

aerospace and defense uses.

SWaP storage issues

Among the chief advantages of sol-

id-state storage is its small size and 

weight, compared to older-style ro-

tating hard disks. “In form factor, 

we had been seeing 1.8- or 2.8-inch 

SSDs. Now we are seeing different 

form factors coming into play, and 

not just the 2.5-inch SSDs,” says Ken 

Grob, director of embedded technol-

ogy at Elma Electronic in Fremont, 

Calif. “Today we are seeing sub-

credit-card-size solid-state drives. 

We have seen drives become thin-

ner in applications where designers 

wanted to fit in more drives.”

The relentless march 

to smaller sizes in sol-

id-state drives shows no 

signs of slowing. “They 

just keep shrinking ev-

erything down,” says 

Phoenix Internation-

al’s Deacon. “The silicon 

they use for SSDs keeps 

The Elma Electronic 5335/6 data storage 

system provides a PCI Express Gen2 x 8 

connection to the host and forms the heart of 

a storage array where capacities exceed eight 

terabytes across four slots with maximum data 

bandwidth exceeding 1 gigabyte per second.

The Hitachi Unified Storage 110 disk array 

offers large-capacity, 3.5-inch and 2.5-inch 

hard disk drives, and backs up cache data to 

solid-state storage to save battery life.
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The Themis NanoSWITCH
TM

 is  a  SWAP-C 

optimized rugged multi-layer Gigabit Ethernet 

switch with embedded x86 PC. NanoSWITCH 

brings enterprise level layer 2/3 switching into 

demanding environments that include:
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NanoSWITCH
RUGGED 16 PORT GIGABIT ETHERNET SWITCH WITH EMBEDDED x86 PC

www.themis.com/nanoswitch

 

Switch Architecture 

•  Layer 2/3 Enterprise non-blocking network switch 
   for demanding SWAP-C environments
•  Marvell Prestera®-DX PONCat3 hardware based 
   packet processor 
•  Glenair 801-033 Mighty Mouse series connectors,
   environmentally sealed
•  16x GigE Ethernet ports with auto tri-speed 10/100/1000 
   Mbps and MDIX
•  Wire speed ingress and egress traffic policers
•  Dual Core ARM© v7 800MHz CPU for CLI and Management
•  ECC protected DRAM
•  Management via Ethernet (http/telnet/SNMP) or RS232

•  10 or 16 port versions

Embedded x86 PC Module Architecture 

•  Full featured AMD Fusion APU for VICTORY or user  
   applications (e.g. Firewall, Gateway, IoT)
•  1GB DRAM, 64GB SSD

•  External GB-GRAM/DAGR/Polaris compliant GPS Port 
   with selectable RS232/RS422/RS485
•  1x Internal GigE port into switch (17th port) and 
   1x external GigE
•  VGA video output
•  2x RS-232 ports
•  2x USB 2.0 ports
•  Replaceable long life RTC battery or external power support

•  Linux Ubuntu installed as standard

Power 

•  28V nominal (9V to 36V) isolated power input 
•  250V transient, 100V surge capable 
•  Voltage ripple filtering 
•  30W maximum

Environmental Features 
 

•  IP67 environmentally sealed (water, dust, salt fog) 

•  Sealed MIL connectors 

•  Operating temperature: -40°C to 71°C 

•  Shock: 50g @25ms 

•  Vibration: 5G RMS 10Hz to 2KHz 

•  Status LED blanking control

MIL Specification Compliance

•  MIL-STD-1275E - Ground vehicle power 

•  MIL-STD-704F - Aircraft power (with no hold up) 

•  MIL-STD-461F - EMI 

•  MIL-STD-810G - Environmental
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getting smaller and 

smaller. The most re-

cent advances involves 

3D SSDs where they are 

stacking the NANDs 

themselves vertically. 

This offers very high ca-

pacity at a low price, but 

is nothing you would 

want to put in a mis-

sion-critical system.”

Rotating media

The popularity of solid- 

state storage still has 

not spelled the demise 

of traditional rotating 

hard disk media, but has shoved ro-

tating media into specific niches in 

aerospace and defense applications.

“If it is a server-based application 

we might still see rotating storage,” 

says Elma’s Grob. “If it’s a shipboard 

application we would still see the 

2.5- and 3.5-inch rotating disks. We 

could see rotating media in subma-

rines and ground applications. If we 

have a disk that is not primary data 

storage, but instead is for an OS or 

for an application, we could see that 

in rotating, and we would be looking 

at the most robust mobile drive we 

could recommend.”

Even though solid-state storage 

is in the driver’s seat, “there is still 

a lot of rotating media storage re-

quirements out there,” says Phoenix 

International’s Deacon.

The decision on whether to use 

ruggedized rotating data storage es-

sentially boils down to budget, Dea-

con says. “Solid-state disks have 

come down in price significantly, 

but the level of reliability and lon-

gevity of the NAND Flash used in 

solid-state disks to have the level re-

quired for a military and aerospace 

application is still pricey.”

Cost is not the only factor in 

choosing rotating hard disks, either. 

This storage media has evolved such 

that it often can stand up to the 

environmental rigors of airborne, 

ground, and maritime applications. 

“Rotating drives are much more ro-

bust than they used to be,” Deacon 

says. “We are still putting rotating 

disks on aircraft — lots of them.”

Rotating media also can hold the 

data longer than solid state, he says. 

“If you have a solid-state disk, they 

do wear out,” Deacon says. “They 

degrade over time with the program 

erase cycles. With rotating disk you 

don’t have to do the erase step; you 

just write over what’s already there.”

Deacon says he can help poten-

tial customers make the choice be-

tween rotating and solid-state disk 

by creating a simulated mission pro-

file. “You determine what the ap-

plication is as far as the physical 

environment, and the data I/O en-

vironment as far as the structure 

of the data — large blocks of syn-

chronous data for video and imag-

ery, or small blocks like a database 

application. We take the I/O they are 

using and the amount of data that 

would be acquired, and then we 

simulate how many missions the 

storage device would last.”

I/O considerations

The staggering amount of data com-

ing in from today’s military surveil-

lance sensors also is placing a heavy 

load on the storage drive’s ability to 

move data on and off of itself at rap-

id speeds. “A big trend we see is the 

write speed into the storage array,” 

says Elma’s Grob.

“The amount of data from the 

sensor has increased rapidly, and 

that increases pressure to ingest the 

data and record it in real time, and 

also to access the information at the 

same time you are recording,” Grob 

says. “This puts big pressure on the 

interface of the drive itself.”

To keep pace with speed de-

mands, solid-state drives are evolv-

ing quickly from SATA II to SATA 

III to achieve I/O speeds as fast as 

6 gigabits per second. At the same 

time, solid-state drive designers are 

considering PCI Express, Quadruple 

The RPC24 rugged RAID data storage unit 

from Phoenix International offers more than 

50 terabytes of either solid-state disk or 

rotating hard disk storage capacity. It has 

removable storage, records data at 6,400 

megabytes per second, and is certified to 

MIL-STD-810G and 461E.
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Force Decide Redundancy (QFDR), 

and high-speed Fibre Channel to 

move data on and off drives as 

quickly as possible. 

Data security

One of the biggest trends in mil-

itary data storage these days in-

volves securing the information 

once it’s been stored. Most often this 

is done when a device embedded on 

the drive encrypts information as it 

goes onto the drive, and decrypts it 

when the data comes off. Common-

ly this is called security or encryp-

tion at rest.

This government requirements is 

in place to keep important informa-

tion out of the wrong hands should 

the data storage drive be captured, 

lost, or “borrowed” by unauthorized  

personnel when the drive is re-

moved from its host platform. “We 

encrypt the data before it goes onto 

the drive so it is secure at rest,” 

says Curtiss-Wright’s 

Davis.

There are several en-

cryption schemes to 

 secure military data at 

rest, ranging from those ad-

ministered by the National Insti-

tute of Standards and Technology 

(NIST), to higher levels of classifi-

cation administered by the Nation-

al  Security Agency (NSA). One good 

commercial-level of encryption is 

FIPS 140-2, which is common for 

military data drives.

“The majority of the time the lev-

el of security is determined by the 

sensor, whether it is flying a high-

ly secret mission over Russia, or one 

that might have a different level of 

security like flying over some other 

country,” Davis says. 

“Just before it goes onto the disk 

we encrypt the data. We used a 

module for encryption depending 

on if we are doing FIPS or Type 1 

[NSA] encryption. We developed 

our own encryption modules 

that are NIST-certified.” If Cur-

tiss-Wright and other storage 

manufacturers must meet more 

stringent NSA encryption require-

ments, they need to use third- party 

encryption modules that meet NSA 

certification.

In addition to encryption, military 

customers are starting to require an-

ti-tamper technology for data stor-

age devices that ensure the data on 

the drive is erased or otherwise de-

stroyed if the drive falls into the 

wrong hands. “Anti-tamper is start-

ing to be a  bigger 

 requirement,” 

 

 

says  Elma’s Grob. This can involve se-

cure erase, destructive erase, or other 

methods that wipe the drive clean.

Network-centric storage

Although still relatively new on 

the scene, network-centric data 

storage is getting a foot hold in aero-

space and defense applications. This 

involves several different sensors or 

processors that share one storage 

medium, rather than designing sys-

tems with separate storage for each 

sensor or processor.

On a small scale, this can in-

volve a private network like sen-

sors on an aircraft or a ship, and 

in larger implementations can 

involve Internet-connected sen-

sors and storage in the cloud. What 

it really means is sensors and pro-

cessors don’t have to care where 

the data goes, as long as it’s on the 

network.

“We used to spin-up a lot of 

disks and store data, with each silo 

doing its own,” says Brian  

Houston, vice president of Hitachi 

Data Systems Federal in Reston, Va. 

“Today we use virtualization from 

an application layer. We see it as 

one platform for all data; the proto-

col shouldn’t matter anymore.

“Analytical and virtualization ca-

pabilities drive the cost out of the 

storage environment,” Houston con-

tinues. “It really comes down to the 

amount of sensor data that is com-

ing in nowadays, as opposed to five 

years ago. It is just huge.” 

The X-ES 

XPort6105 is 

a secure self-

encrypting solid-

state drive packaged 

on an XMC module that 

provides as much as 512 

gigabytes of storage, as well as AES-256 XTS 

encryption and fast clear.

The VP1-250-SSDA embedded solid-state disk 

array from Phoenix International offers SLC 

or MLC solid-state technology, 4 terabytes of 

data storage in a 3U form factor, and SATA and 

PCI Express interfaces, as well as operates in 

temperatures from -40 to 85 degrees Celsius.
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	Northrop Grumman 
to install Harris in-line 
data encryption units
U.S. military radio-frequency (RF) 

encryption experts are acquiring  

in-line data encryption devices to  

enable military forces to track the  

locations of friendly and hostile 

forces under terms of a $99.9 mil-

lion contract. Defense Informa-

tion Technology Contracting Or-

ganization officials at Scott Air  

Force Base, Ill., are asking North- 

rop Grumman Aerospace Sys-

tems in Redondo Beach, Calif., to  

provide KGV-72 Type I program- 

mable inline encryption devices  

(PIEDs), designed and built by 

Harris Corp. RF Communications 

in Rochester, N.Y.  

	Two companies to create 
simulated spectrum 
warfare battlefield
U.S. Air Force researchers are 

creating a simulated spectrum 

warfare battlefield designed to 

try out new electronic warfare 

and electro-optical warfare sys-

tems. The Air Force Research 

Laboratory announced contracts 

to CACI Technologies in Chan-

tilly, Va., and Ball Aerospace 

and Technologies Corp. in Boul-

der, Colo., for the Spectrum War-

fare Assessment Technologies 

program. The companies will 

provide applied and advanced 

research and development in sys- 

tem-of-systems spectrum war-

fare applications and advanced 

technology development. 

Systems & Technology 
Research, Leidos picked for 
IARPA HF SIGINT project
BY John Keller

WRIGHT-PATTERSON AFB, Ohio — Signals 

intelligence (SIGINT) experts at Sys-

tems & Technology Research (STR) 

in Woburn, Mass., and Leidos Inc. in 

Reston, Va., are developing technolo-

gies to detect and pinpoint high-fre-

quency (HF) radar and communica-

tions systems anywhere in the world.

Officials of the U.S. Intelligence 

Advanced Research Projects Activi-

ty (IARPA) in Washington announced 

a $7.2 million contract to STR and an 

$18.7 million contract to Leidos for 

the second and third phases of the 

IARPA High Frequency Geolocation 

and Characterization (HFGeo) Ad-

vanced HF Signal Processing program.

Many RF signals, such as VHF and  

UHF, are relatively easy to locate be-

cause they travel only in straight 

lines and cannot easily penetrate 

barriers, such as tall buildings and 

mountain ranges. HF radio signals 

behave in a more complex manner  

and are much more difficult to locate.

HF radio waves not only follow 

line-of-sight paths, but also bounce 

off of layers of Earth’s upper atmo-

sphere (the ionosphere) and come 

back to the Earth’s surface where 

antennas tuned to HF frequencies  

(2 to 30 MHz) can pick them up.

HF signals are particularly prone 

to interference because antennas lit-

erally can receive their signals from 

different directions and at different  

times because of the ionospheric 

bounce phenomenon. The iono-

sphere is ionized by solar radiation 

and helps propagate HF radio sig-

nals to distant locations, hence the 

long distances that shortwave and 

Ham HF radio signals can travel.

Awarding the contracts on be-

half of IARPA were officials of the 

U.S. Air Force Research Laboratory 

(AFRL) at Wright-Patterson Air Force 

Base, Ohio. IARPA is the research 

arm of the Office of the Director of 

National Intelligence in Washington.

The first phase of the HFGeo pro-

gram focused on the ability to re-

solve multiple angles-of-arrival and 

polarization states through new an-

tenna concepts; the ability to en-

hance signal-to-noise ratio and 

signal detection with multi-dimen-

sional adaptive signal processing; 

and determining the dynamic state 

of the ionosphere.

The 18-month second phase in-

cludes a non-real-time field test of a 

prototype system and off-line signal 

Signals intelligence (SIGINT) involving 

HF radio waves pose a substantial digital 

signal processing challenge because of the 

complexity of HF signal propagation.
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RF and microwave modules from Mercury 

Defense will help U.S. combat pilots spoof 

enemy radar.

processing. The 15-month third 

phase will involve real-time signal 

processing, and demonstration with 

field testing against realistic targets 

in realistic environments.

The IARPA HFGeo program 

seeks to geolocate and character-

ize HF emissions accurately. Iono-

spheric variation, high noise levels, 

and ionospheric polarization rota-

tion, multipath induced signal fad-

ing, and simultaneous multiple 

angles-of-arrival.

IARPA officials are asking STR 

and Leidos engineers to capitalize 

on advances in high-dynamic-range 

receivers, antenna techniques, 

adaptive signal processing, iono-

spheric ray path prediction, and im-

proved measurement and modeling 

techniques to geolocate HF emitters 

around the world, as well as deter-

mine if these signals are involved 

with benign commercial activity, or 

are part of hostile communications 

and radar systems.

The goals of the IARPA HFGeo pro-

gram include developing the ability 

to resolve several angles-of-arriv-

al and polarization states accurate-

ly through novel antenna concepts; 

enhance signal-to-noise ratio and 

signal detection with multi-dimen-

sional adaptive signal processing; de-

termine the state of the ionosphere 

accurately; and integrate these tech-

nologies into geolocation and source 

characterization applications. 

FOR MORE INFORMATION visit Sys-

tems & Technology Research online 
at www.stresearch.com, and Leidos at 
www.leidos.com.

Mercury to provide RF embedded  
computing for airborne EW training
BY John Keller

RIDGECREST, Calif. — U.S. Navy elec-

tronic warfare (EW) experts needed 

specialized RF embedded comput-

ing modules for airborne EW train-

ing. They found their solution from 

the Mercury Systems Inc.’s Mercury 

Defense Systems subsidiary in Cy-

press, Calif.

Officials of the Naval Air Warfare 

Center Weapons Division at China  

Lake Naval Weapons Station in 

Ridgecrest, Calif., announced a $41.8 

million, 5-year contract to Mercury 

for 200 miniaturized I/J band digital 

radio-frequency memory modula-

tors (Mini DRFMs), as well as repairs 

and evaluations.

The Mini DRFM is a state-of-the-

art electronic and radio frequen-

cy device that produces high-fideli-

ty threat simulator systems for test 

and evaluation and training mis-

sions, Navy officials say.

Mercury Defense Systems, for-

merly KOR Electronics, designs and 

builds wideband and narrowband 

digital receivers and digital 

 frequency discriminators (DFDs), 

which also are known as instan-

taneous frequency measurement 

 devices (IFMs).

Mercury’s DRFM designs include 

field-programmable gate arrays 

(FPGAs), analog-digital converters, 

high-speed interfaces and board 

design, signal processing tech-

niques, Virtex-5 FPGAs, and VITA-

41 (VXS) and VITA-46 interfaces, 

company officials say.

DRFM technology provides coher-

ent time delay of RF signals in EW, 

radar, and other RF and microwave 

applications, and produces coherent 

deception jamming to a radar sys-

tem. These devices enable users to 

replay captured radar pulses with a 

small delay, which can make false 

targets appear to move.

DRFMs can modulate captured 

radar pulse data in amplitude, fre-

quency, and phase to provide oth-

er affects, such as adding Doppler 

shift so range and range rate track-

ers will correlate in the radar. Cap-

tured pulses also can be replayed 

many times to fool radar systems in 

seeing many targets.

DRFMs also can produce arbi-

trary waveforms from a file.

This contract calls for Mercu-

ry’s mini DRFM technology, which 

involves smaller packages, fast-

er responses, and vast volumes of 

low-latency compute power, compa-

ny officials say. 

FOR MORE INFORMATION visit Mercury 

Defense Systems online at www.mrcy.

com/defense_systems. 
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 Rugged data switches 
introduced by Crystal
Crystal Group in Hiawatha, Iowa,  

is introducing rugged data switch- 

es for military applications. The  

RCS6450-12/24 rugged data 

switches are based on the Bro-

cade intelligent, scalable edge 

switch line, and offer improved 

cooling, shock, vibration, and 

humidity performance. They are 

cooled with forced-air convection 

via internal high-reliability long-

life fans. The RCS6450 comes in 

12- and 24-port units and is avail-

able with a standard 120/240-volt  

AC commercial off-the-shelf pow-

er supply, front or rear I/O options, 

one 120/240-volt AC EMI-compli-

ant power supply, an 18-to-36-volt 

DC EMI-compliant power supply, 

or a combination of AC/DC supply 

modules in a 1+1 configuration. 

 AiTech debuts compact 
embedded computer
Aitech Defense Systems in 

Chatsworth, Calif., is introduc-

ing the A172 low-profile Rugged 

Compact PC (RCP) for high-per-

formance military applica-

tions with limited space re-

quirements. Developed around 

a standard Type 6 COM Express 

module, the Intel Core i7-based 

A172 has an industry-stan-

dard pinout and supports sev-

eral processor options. The unit 

weighs less than five pounds 

and measures 10.24 by 7.09 by 

1.8 inches. The RCP has several 

I/O options to suit ground and 

airborne environments. 

Navy readies deployable unmanned 
underwater vehicle to rescue 
sunken submarine crews

BY John Keller

WASHINGTON — U.S. Navy undersea 

experts are closing in on deployable 

upgrades of an unmanned under-

water vehicle (UUV) that can rescue 

the crews of sunken submarines 

trapped on the ocean floor.

Officials of the Naval Sea Sys-

tems Command in Washington 

announced a $12.9 million con-

tract modification in November to 

Oceaneering International Inc. in 

Hanover, Md., for Transfer Under 

Pressure (TUP) component integra-

tion efforts for the Submarine De-

compression System (SDS).

The contract modification is 

for the final phase of the Subma-

rine Rescue Diving and Recompres-

sion System (SRDRS) TUP capabili-

ty hardware configuration items of 

the SDS. It includes program man-

agement, integrated logistics sup-

port, fabrication, systems integra-

tion, testing, and certification.

The SRDRS is a remotely operated 

underwater vehicle designed to de-

ploy rapidly in response to stricken 

submarines that are trapped under-

water. The system mounts to a sunk-

en submarine located even at depths 

to 2,000 feet to rescue and provide 

aid to trapped submarine crews.

After retrieving submarine crews, 

the SRDRS provides for the decom-

pression of the crew to prevent de-

compression sickness and death 

caused by a rapid change in atmo-

spheric pressure. The remotely op-

erated undersea rescue vehicle 

has a set of decompression cham-

bers integrated with its transfer-un-

der-pressure technologies.

Navy experts are requiring the 

TUP capability to support treatment 

of rescued submariners and to pre-

vent decompression sickness and 

death following a disabled subma-

rine event, Navy officials say.

The SRDRS is designed to replace 

the Navy’s Mystic class deep-sub-

mergence rescue vehicle (DSRV). It is 

based on the Royal Australian Navy 

Submarine rescue vehicle Remora.

On this contract modification 

Oceaneering will do the work in Ha-

nover, Md., and should be finished 

by March 2018. 

FOR MORE INFORMATION visit 
Oceaneering International online 
at www.oceaneering.com, or Naval 
Sea Systems Command at 
www.navsea.navy.mil.

Navy officials are developing an unmanned 

undersea vehicle to locate and rescue crews 

of sunken submarines.
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Aurora moves forward with project to develop 
unmanned helicopter for battlefield resupply

BY John Keller

ARLINGTON, Va. — U.S. Navy experts 

are moving forward with a project 

to develop an unmanned helicopter  

for delivering and picking up cargo  

and equipment under fire on for-

ward-edges of the battlefield.

Officials of the Office of Naval 

Research (ONR) in Arlington, Va., 

announced an $11.2 million con-

tract modification to Aurora Flight 

Sciences in Manassas, Va., to sup-

port flight testing for the Auton-

omous Aerial Cargo I Utility Sys-

tem (AACUS) program. The AACUS 

project is developing prototype un-

manned vertical take-off and land-

ing (VTOL) aircraft to demonstrate 

advanced autonomous capabilities 

for battlefield resupply and retreat. 

Eventually, Navy researchers want 

to use unmanned helicopters to 

evacuate battlefield casualties.

Key features of AACUS include 

an unmanned aerial vehicle (UAV) 

able to avoid obstacles autonomous-

ly while finding and landing unpre-

pared landing sites on the battlefield 

with control by a field operator with 

no special training. This contract is 

for flight testing that will support 

the overall goal of the AACUS pro-

gram, which is advance the state of 

the art in rotorcraft autonomy for 

response cargo delivery to widely 

separated small units in demanding 

and unpredictable conditions that 

pose unacceptable risks to ground 

resupply personnel and aircrews.

At this stage of the program, Au-

rora Sciences experts are focusing 

on advanced perception systems, su-

pervisory control interfaces, and re-

al-time level mission management.

AACUS expands the capability of  

VTOL aircraft across a range of man-

ned and unmanned aircraft. This 

program will deliver a sensor pack-

age and software suite that enable 

unmanned helicopters to take off, 

navigate, approach, and land at un-

prepared landing site autonomously.

Aurora Flight Sciences experts 

will focus on field user devices that 

help fly one or more autonomous 

helicopters; sensors and algorithms 

for obstacle detection and landing 

zone evaluation — particularly in 

fog, dust, smoke, or other degraded 

visual conditions; and mission plan-

ning algorithms and user interfaces 

to support assault missions.

Aurora Flight Sciences has been 

demonstrating AACUS technologies 

using the company’s Tactical Au-

tonomous Aerial Logistics System 

(TALOS) on a version of the Boeing  

optionally manned MH-6 Little 

Bird light helicopter, which can fly 

manned or unmanned.

Lockheed Martin Corp. also has 

been involved in the first phase of 

the AACUS program. Lockheed Mar-

tin used the Open-Architecture Plan-

ning and Trajectory Intelligence for 

Managing Unmanned Systems (OP-

TIMUS) sensor and software package 

on the Kaman K-Max helicopter.

Aurora Flight Sciences and Lock-

heed Martin conducted flight dem- 

onstrations of their AACUS technol-

ogies in February and March 2014 

at Quantico Marine Base, Va. Au-

rora flight Sciences won a contract 

in April 2014 for the second phase 

of the AACUS program, which fo-

cuses on capability expansion and 

technology maturation on the 

same aircraft.

The AACUS program is tak-

ing an open-architecture approach 

for global management of mission 

planning data, and is developing 

technologies  

that are platform-agnostic and 

transferable to new and legacy un-

manned cargo aircraft.

AACUS-enabled unmanned air-

craft are to fly in all weather con-

ditions, be launched from sea and 

land, fly in high and hot environ-

ments, and autonomously detect 

and negotiate precision landing sites 

in potentially hostile settings.

On this contract modification, 

Aurora Flight Sciences will do the 

work in Manassas, Va., and should 

be finished by February 2017. 

FOR MORE INFORMATION visit 
Aurora Flight Sciences online at 
www.aurora.aero, or the Office of 

Naval Research at www.onr.navy.mil.

An optionally manned version of the Boeing 

MH-6 Little Bird light helicopter is helping 

develop unmanned helicopter technology for 

delivering cargo to the battlefield.
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Air Force chooses three companies for 
directed-energy weapons materials
BY John Keller

WRIGHT-PATTERSON AFB, Ohio — Three 

U.S. companies are finding ways to 

create and use new materials for di-

rected-energy weapons, as well as to 

protect U.S. and allied weapon sys-

tems and warfighters from these 

same kinds of weapons.

U.S. Air Force Research Laboratory  

(AFRL) officials at Wright-Patterson 

Air Force Base, Ohio, 

awarded contracts and 

task orders to General 

Dynamics Information 

Technology in Fairfax, 

Va.; Azimuth Corp. 

in Beavercreek, Ohio; 

and UES Inc. in Day-

ton, Ohio, to advance 

materials technologies 

that control and pro-

tect light and electro-

magnetic energy sources. The three 

companies will share as much as 

$121.1 million for materials research 

and survivability studies involving 

hardened materials and photonic 

materials. The three companies will 

work on advancing hardened mate-

rials for sensor protection; hardened 

structural materials; and personnel 

and aircrew protection. The goal is to 

add capabilities and increased sur-

vivability for aircrews and systems 

that lead to increased mission effec-

tiveness for the warfighter.

Key areas include optical materials 

and processing; hardening materials 

and processing; electro-optic and in-

frared sensor protection; warfight-

er protection; structural protection; 

optical technology; studies on func-

tional materials; threat defeat; and 

high-energy laser source materials. 

The program focuses on agile limit-

ers research; high-performance op-

tical coatings for visor-based aircrew 

protection; optical materials, ceram-

ics, and processing technologies; and 

radio-frequency (RF) 

photonics and hybrid 

optical apertures.

Azimuth won a $9.6 

million task order to 

develop new ceramic 

materials for laser gain 

media and plasmon-

ic systems for optical 

components and de-

vices. Separately, Azi-

muth won an $8.7 mil-

lion program task order to develop 

new materials that protect aircrews 

against lasers operating in the visible 

and near infrared spectral regions.

UES won a $9.4 million task order 

to develop materials for advanced RF 

photonic components, plasmonic and 

hybrid aperture schemes, and mate-

rials for next-generation systems.

Contractors will do most of the 

work at AFRL facilities at Wright-Pat-

terson Air Force Base and finish by 

2020. Azimuth will do work in Ca-

marillo and Santa Rosa, Calif. 

FOR MORE INFORMATION visit AFRL 
online at www.wpafb.af.mil/AFRL.

	Directed-energy weapons 
market to reach $24 billion
The worldwide market for di-

rected-energy weapons will rise 

to $24.31 billion over the next 

five years at a combined annu-

al growth rate of nearly 24 per-

cent, predict analysts at market 

researcher MarketsandMarkets 

in Vancouver, Wash. Among the 

factors driving the directed-ener-

gy market are increasing demand 

for lasers in naval applications, 

such as countering missiles and 

unmanned aircraft, analysts say. 

Demand for non-lethal, direct-

ed-energy weapons as deter-

rents also is growing. Among the 

factors constraining growth are 

arms transfer regulation, inade-

quate testing facilities, lack of ad-

equate funding, and high devel-

opmental costs.

	Head-up display market 
grows to $9 billion
Worldwide demand for head-up 

display (HUD) technologies will 

reach $9.02 billion after grow-

ing at a combined annual growth 

rate of 26.23 percent between 

now and 2020, predict analysts at 

market researcher Marketsand-

Markets in Vancouver, Wash. 

Depth-fused 3D is an emerging 

HUD technology, containing two 

focal planes and lens systems 

which identify depth by chang-

ing the luminance ratio between 

the images. The electrically ad-

justable liquid lenses combine 

the front and rear focal planes 

with the corresponding images. 

These lenses allow for the projec-

tion of multiple images in differ-

ent viewing distances, which rep-

resent the 3D image content. 

Three companies are developing 

materials for offensive/defensive 

directed-energy weapons.
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Northrop Grumman is building a shipboard 

laser weapon based on technologies 

developed for the Laser Weapon System.

Northrop Grumman to build shipboard laser weapon based on LaWS technologies
BY John Keller

ARLINGTON, Va. — Scientists at North- 

rop Grumman Corp. are building a 

powerful shipboard laser weapon 

prototype that can disable or destroy 

enemy fast attack boats, drones, 

and surveillance sensors. This laser 

weapon will use existing shipboard 

power-generation capabilities and 

will be appropriate for a variety of 

U.S. Navy surface warships, includ-

ing Arleigh Burke-class destroyers.

Officials of the Office of Naval Re-

search (ONR) in Arlington, Va., an-

nounced a $53.2 million contract to 

Northrop Grumman Aerospace Sys-

tems in Redondo Beach, Calif., for the 

initial phase of the Solid State High 

Power Laser Weapon System Demon-

strator (LWSD) program. LWSD seeks 

to build a laser weapon prototype 

that builds on technologies devel-

oped for the Navy’s AN/SEQ-3(XN-1) 

Laser Weapon System (LaWS), which 

deployed last year on the amphib-

ious transport dock USS Ponce to 

counter unmanned and light aircraft, 

as well as small attack boats.

In future LWSD demonstrations, 

Northrop Grumman will show an 

enhanced laser weapon from a sur-

face test ship in live-fire engage-

ments during day and night condi-

tions for ship self-defense missions 

that would include destroying or dis-

abling fast attack boats, unmanned 

aerial vehicles (UAVs), and sensor 

systems used for intelligence, sur-

veillance, and reconnaissance (ISR).

LaWS is the first laser weapon 

system approved for deployment by 

any U.S. military service. Navy offi-

cials say that LaWS technology could 

be even more lethal with adjust-

ments to the laser weapon’s power, 

beam quality, beam director archi-

tecture, beam director, and system 

design. These are the enhancements 

the LWSD program seeks to achieve.

While the LaWS weapon is as 

powerful as 15 to 50 kilowatts, the 

LWSD program seeks to increase 

shipboard laser weapons power to 

100 to 150 kilowatts using exist-

ing ship power and cooling. Navy 

experts will install the Northrop 

Grumman-built LWSD aboard the 

former Spruance-class destroy-

er USS Paul F. Foster, the Navy’s 

self-defense test ship, for at-sea 

demonstrations. The Foster has typ-

ical shipboard power, cooling, and 

sensors. The goal of the tests is to 

engage surface vessel, aircraft, and 

missile targets with better perfor-

mance than LaWS.

The LWSD will have a high-pow-

er, solid-state laser subsystem, beam 

director subsystem, targeting and 

tracking subsystem, fire-control sub-

system, and power or cooling sub-

systems that interface with existing 

shipboard systems.

While initial at-sea tests will be 

aboard the Foster, Navy experts lat-

er may install and test the system 

aboard a commissioned late-model 

Burke-class destroyer, officials say.

Northrop Grumman experts will 

explore design tradeoffs between 

laser power, beam quality, optical 

path, duty cycle, aperture, mechan-

ical robustness, and other physical 

and optical attributes to enhance the 

LWSD’s lethality, integration, sus-

tainability, and reliability previous 

designs. Company experts also will 

consider scalable architectures for 

lower and higher power levels; ad-

justable power on target to provide a 

range of effects from deny to disrupt, 

damage, and defeat; beam director 

and tracking technologies for low jit-

ter; ruggedizing the system against 

the effects of corrosion, shock, vibra-

tion, moisture, and electromagnetic 

environmental effects.

At-sea testing will last at least 

on month aboard the Foster, during 

which Northrop Grumman will pro-

vide system interfaces to simulate 

the Navy’s AEGIS combat system, 

and package the LWSD for future 

re-installation on a Burke-class de-

stroyer with minimal modifications.

Northrop Grumman experts will 

integrate the LWSD prototype with 

the laser weapon console developed 

under the LaWS program, as well as 

with the Hybrid Predictive Avoidance 

Safety System (HPASS), a safety sys-

tem that prevents interference with 

satellites during testing.

Northrop Grumman will do the 

work in Redondo Beach, Calif., and 

should be finished by October 2016. 

FOR MORE INFORMATION visit Northrop 

Grumman Aerospace Systems online 
at www.northropgrumman.com.
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ANTENNAS

Lockheed Martin chooses antennas from 
Cobham for SEWIP shipboard EW

Electronic warfare (EW) designers at Lockheed Martin Corp. needed 

RF and microwave antennas for the Surface Electronic Warfare 

Improvement Program (SEWIP) shipboard EW system that Lockheed 

Martin is building for U.S. Navy surface warships. They found their 

solution from Cobham Integrated Electronic Solutions in Lansdale, Pa.

Officials of the Lockheed Martin 

Mission Systems and Training segment 

in Liverpool, N.Y., have awarded 

Cobham a low-rate initial production 

(LRIP) contract to provide antenna array 

panel assemblies (AAPAs) for SEWIP 

Block 2.

“Cobham’s interferometer-based array technology greatly enhances 

the SEWIP Block II program’s detection and reporting accuracy against 

modern threat systems and improves overall shipboard combat 

effectiveness,” says Jim Barber, senior vice president and general 

manager of Cobham Integrated Electronic Solutions.

The SEWIP program upgrades existing out-of-production AN/SLQ-32(V) 

shipboard EW systems by improving the receiver and antenna group 

to meet current and anticipated threats, as well as to yield improved 

system integration, Navy officials say. 

Block II is the latest improvement phase the Navy is pursuing for 

SEWIP, which will incrementally add new defensive technologies and 

capabilities like improved electronic support receivers and combat 

system interfaces, Cobham officials say. SEWIP provides enhanced 

shipboard electronic warfare for early detection, analysis, threat warning, 

and protection from anti-ship missiles.

The Lockheed Martin Block 2 SEWIP design is based on the company’s 

integrated common electronics warfare system (ICEWS), which enables 

rapid reconfiguring of the system with commercial technology. Lockheed 

won a Navy award for SEWIP Block 2 in late 2009, and a contract in 2013 

to build advanced-development prototypes of the SEWIP Block 2 system.

FOR MORE INFORMATION visit Cobham Integrated Electronic Solutions 

online at www.cobham.com.

COMMUNICATIONS

Air Force looks to AQYR Technologies 

for military SATCOM terminals

The U.S. Air Force needed back-pack-

able communications systems that 

can receive important information 

broadcast over satellite communi-

cations (SATCOM) channels to de-

ployed military forces worldwide. 

They found their solution from AQYR 

Technologies Inc. in Hollis, N.H.

Officials of the Air Force Life Cy-

cle Management Center at Hanscom 

Air Force Base, Mass., announced a 

$100 million contract to AQYR Tech-

nologies for AN/PRS-12 Global Broad-

cast Service (GBS) rucksack portable 

receive suites for U.S. military forces.

AQYR Technologies officials say  

the indefinite-delivery/indefinite- 

quantity production contract in-

cludes the company’s AN/PRS-12 GPS 

rucksack receivers and AN/PRS-11 

suitcase portable receivers. Both sys-

tems are rugged portable Ka-band 

SATCOM receivers that one person 

can deploy and operate. The AN/PRS-

12 weighs less than 20 pounds, and 

the AN/PRS-11 weighs less than 32 

pounds. Satellite acquisition time is 

three minutes due to AQYR’s patent-

ed auto-acquisition capability.

The systems provide access to 

video and imagery from unmanned 

aircraft; weather, terrain, geospa-

tial and mapping information; for-

ward looking infrared (FLIR) imagery; 
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as well as streaming video, Web con-

tent, and other large files.

The AN/PRS-12 rucksack receiv-

er and AN/PRS-11 suitcase receiver 

have GBS broadcast reception capa-

bility as fast as 45 megabits per sec-

ond UHF Follow-On and Wideband 

Global SATCOM transponders. It inte-

grates with all High-Assurance IP En-

cryption (HAIPE) devices to support 

single- and dual-security enclaves 

from secret up to top secret/sensitive 

compartmented information (TS/SCI) 

classification. The system operates 

continuously for more than eight 

hours on one BA-2590 battery.

FOR MORE INFORMATION visit AQYR  

Technologies at http://aqyrtech.com.

AIRCRAFT GROUND POWER

Air Force orders ground power 

units from Essex Electro

U.S. Air Force aircraft maintenance 

experts needed ground-based elec-

trical generators to supply a variety 

of different power electronics voltag-

es for military aircraft. They found 

their solution from Essex Electro En-

gineers Inc. in Schaumburg, Ill.

Officials of the Air Force Life Cy-

cle Management Center at Robins Air 

Force Base, Ga., announced a $16.8 

million order to Essex Electro Engi-

neers for 72-kilowatt generators to 

provide 400 Hz, 28- and 270-volt DC 

power for various aircraft mainte-

nance tasks on Air Force aircraft.

The stand-alone, trailer-mounted, 

self-contained ground power units 

are for providing external ground 

power during maintenance for Air 

Force C-130 utility turboprop air-

craft, C-17 transport jets, C-5 heavy-

lift transports, B-1B jet bombers, B-2 

stealth bombers, F-22 advanced tacti-

cal jet fighters, f-35 joint strike fight-

ers, A-10 ground-support jets, KC-135  

mid-air refuelers, and B-52 bombers.

The ground power units also can 

provide secondary power during 

ground maintenance for the F-15 and 

F-16 jet fighters. Essex Electro Engi-

neers provides several 72-kilowatt 

ground power units. One example 

is the B809D-1, which is designed to 

supply 90-kilovolt-ampere, 0.8 pow-

er factor, 115- and 200-volt, three-

phase, 400 Hz, 28.5- and 270-volt DC 

electrical power for starting and ser-

vicing aircraft.

The unit consists of a diesel en-

gine driving a 400-cycle brushless 

generator, which supplies 400-cycle 

power for servicing aircraft. The unit 

is mounted on a four-wheel steer-

able trailer inside a metal enclosure 

to protect the unit from the weather. 

It can operate in temperatures from 

-40 to 125 degrees Fahrenheit, can 

operate at altitudes as high as 8,000 

feet, and can burn a variety of diesel 

and aircraft fuels from DF-1 to JP-8.

For this order, Essex Electro Engi- 

neers will do the work in Schaum- 

burg, Ill., and should be finished by 

January 2018. 

FOR MORE INFORMATION visit 

Essex Electro Engineers online at 

www.essexelectro.com.

ANTENNAS

Army asks Textron for antennas to 

access to unmanned aircraft imagery

U.S. Army surveillance experts 

needed directional antennas to 

help warfighters in the field access 

 reconnaissance imagery and video 

from unmanned aerial vehicles 

(UAVs) and manned surveillance 

aircraft. They found their solution 

at Textron Systems Corp. in Hunt 

Valley, Md.

Officials of the Army Contracting 

Command at Redstone Arsenal, Ala., 

announced a $8.4 million contract 

modification to Textron for 37 mo-

bile directional antenna systems for 

Textron’s One System Remote Video 

Terminal (OSRVT). The OSRVT is a 

modular video and data system that 

enables warfighters to downlink live 

surveillance images and critical geo-

spatial data remotely from joint op-

erations tactical aircraft.

OSRVT’s common software can 

integrate with tracked and wheeled 

ground vehicles to enhance war- 

fighter situational awareness on the 

battlefield. The OSRVT’s graphical 

user interface delivers battlespace 

information in live video or anno-

tated map views, and enables users 

to save, export, and analyze data.

The OSRVT delivers real-time sit-

uational awareness with a modular 

hardware design that can be con-

figured for manpack, mounted, sta-

tionary, airborne, and maritime ap-

plications. Upgrades to the OSRVT 

with bi-directional capabilities will 

enable users to control the electro- 

optical and infrared sensor payloads 

on a variety of UAVs. 

FOR MORE INFORMATION visit Textron  

Systems at www.textronsystems.com.
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To submit new products for consideration,  

contact John Keller at jkeller@pennwell.com.

newproducts

COMPONENTS

Spring-loaded pins electrical 

isolation introduced by Mill-Max

Mill-Max Manufacturing Co. in Oys-

ter Bay, N.Y., is introducing the 0907  

series of discrete insulated spring- 

loaded pins for applications that re-

quire electrical isolation. The SMT 

pin interconnect products come in 

10 heights from .255 inches to .430 

inches with a working travel of .0275 

inches. The company’s 0906 series 

comes in six heights from .137 inch-

es to .236 inches with a working 

travel of .0195 inches and .0275 inch-

es. The plastic sleeve provides insu-

lation of the spring pin terminal for 

situations such as passing through 

a printed circuit board or conduc-

tive housing, or for isolating the pin 

from surrounding conductive com-

ponents or elements in an assembly. 

FOR MORE INFORMATION visit Mill-

Max online at www.mill-max.com.

RUGGED COMPUTERS

Small-form-factor embedded 

computing products introduced 

by Curtiss-Wright

Curtiss-Wright Defense Solutions in 

Ashburn, Va., is introducing the Par-

vus DuraWORX mission computer  

and Cisco IOS network router for 

embedded computing in ships, 

aircraft, and ground vehicles operat-

ing at the tactical network edge. The 

quad-core 4th gen Intel Core i7-based 

DuraWORX 80-41 comes in a fanless 

and waterproof IP67 small-form-fac-

tor chassis, which not only reduces 

size, weight, and power consump-

tion (SWaP), but also eliminates 

the need for individual processing, 

switching, and network router sub-

systems. The DuraWORX 80-41 has 

a managed secure Cisco 5915 em-

bedded services router (ESR), and 

can resist the effects of extended 

temperatures, dust, water, humidi-

ty, high shock and vibration, and ex-

treme electro-magnetic interference. 

The rugged mission computer meets 

MIL-STD-810G, MIL-STD-461F, DO-

160G, MIL-STD-704F, MIL-STD-1275D, 

and CE Mark. The box can support 

C4ISR command and control, im-

age processing, and surveillance re-

quirements, while aggregating cam-

eras, sensors, and computers. 

FOR MORE INFORMATION visit Curtiss-

Wright Defense Solutions online at 

www.cwcdefense.com.

DC-DC CONVERTERS

DC-DC converter module for space 

applications introduced by Pico

Pico Electronics Inc. in Pelham, N.Y., 

is introducing the AVP/AVN series 

DC-DC converter power electronics 

module for space applications. The 

AVP/AVN series of DC-DC convert-

ers offers output voltages to 10,000 

volts DC at 1.25 watts in a 0.25-cu-

bic-inch package that weighs 9.5 

grams. It is available with five stan-

dard input voltages and either posi-

tive or negative output models stan-

dard. This series is available with 

an expanded operating temperature 

range of -55 to 85 degrees Celsius 

ambient, with no heat sink or elec-

trical de-rating required. Pico offers 

MIL-STD-883 environmental screen-

ing and custom modifications. 

FOR MORE INFORMATION visit Pico  

Electronics at www.picoelectronics.com.

POWER ELECTRONICS

DC-DC converters for battery-

powered applications 

introduced by TDK Lambda

TDK-Lambda Americas Inc. in San Di-

ego is introducing the PXC-M series 

of DC-DC converters for battery-pow-

ered equipment and medical appli-

cations. Operating over a 4:1 input 

range, the 3-, 6-, and 10-watt power 

electronics products are enclosed in 

the industry standard 1.25-by-0.8-by-

0.4-inch DIP-24 package. With a 5,000-

volt AC input to output isolation (2 x 

MOPPs), the units are certified to IEC/

EN 60601-1 and ANSI/AAMI ES60601-

1 with CE marking for the low voltage 

and RoHS2 directives. Patient leakage 

current is less than 2.5 micro amps. 

The units comply with EN55011-A 

and EN55022-A without the need for 
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external filtering, and IEC61000-4 im-

munity standards. The PXC-M series 

is available with single and dual out-

puts covering 3.3-, 5-, 12-, 15-, or 24-

volt and 5-, 12- or 15-volt outputs and 

can operate from either a 9-to-36-volt 

DC or 18-to-75-volt input. The con-

verters can operate from either 12- 

and 24-volt or 24- and 48-volt nomi-

nal inputs. 

FOR MORE INFORMATION visit TDK  

Lambda at www.us.tdk-lambda.com.

CABLE ASSEMBLIES

Rugged cable assemblies for 

targeting pods introduced by Cicoil

Cicoil Corp. in Valencia, Calif., is in-

troducing the Flexx-Sil flat cable as-

semblies for targeting pods, thermo-

graphic cameras, and infrared sight 

systems typically used in multi-role 

fighter aircraft, attack helicopters, 

and maritime surveillance vessels. 

The compact Flexx-Sil intercon-

nect products are engineered to pro-

vide consistent electrical characteris-

tics, space and weight savings, EMI/

RFI suppression, cable flexibility and 

are suited to the demands of mis-

sion-critical applications, company 

officials say. Cicoil encapsulates in-

dividual components in a shock ab-

sorbing jacket to resist the effects of 

severe vibration, G-Forces, flames per 

UL 94V-0, ice, fog, ozone, steam, hu-

midity, harsh weather, salt corrosion, 

operational stress, chemicals, and the 

rigors of turbulent flight. The cables 

operate in temperatures from -65 to 

260 degrees Celsius, and can incorpo-

rate power conductors, controlled im-

pedance pairs, shielded control wires, 

video conductors, multi-layer shield-

ing options, and Cicoil’s patented 

StripMount fastening strip. 

FOR MORE INFORMATION visit Cicoil 

online at www.cicoil.com.

VETRONICS

Vetronics radio offered 

by Ultra Electronics

Ultra Electronics TCS in Montreal is  

introducing the ORION X505-V vehic-

ular radio system to provide broad-

band communications to warfight-

ers operating on the front lines. The 

X505-V is a multiband, dual- 

channel vetronics radio for high 

speed on-the-move and at-the-quick-

halt communications. The radio can 

operate as a high-capacity mesh 

node at 80 megabits per second or 

a PMP remote station with 4G per-

formance. With its ability to create 

a self-organizing on-the-move net-

work, the radio is for network-centric 

operations, rapid deployments, com-

mand and control, disaster recovery 

and any other mission requiring high 

mobility and high speed data. The 

X505-V allows the exchange of bi-di-

rectional, multi-party video and se-

cure connection to smart devices. Us-

ers can remove the radio from its 

vehicle mount for mast-mounted op-

erations, providing extended commu-

nications range. 

FOR MORE INFORMATION visit Ultra  

Electronics TCS at http://ultra-tcs.com.

EMBEDDED COMPUTING

Scalable rugged server for military 

and aerospace applications 

introduced by Themis

Themis Computer in Fremont, Ca-

lif., is introducing the Hyper-Unity 

all-flash, hyper-converged, scalable 

rugged server computer infrastruc-

ture for compute-intensive mili-

tary and aerospace virtualized rack-

mount applications. The Hyper-Unit 

features the Atlantis USX and inte-

grates four ruggedized, eight-drive, 

RES-XR5-1U rack-mounted servers, a 

high-speed, 12-port Mellanox Infini-

band switch, and Atlantis USX soft-

ware-defined storage. Hyper-Unity 

is a turnkey, mil-spec, SWaP-opti-

mized, hyper-converged infrastruc-

ture platform delivering the per-

formance of an all-flash array in 

a four-server cluster. Atlantis USX 

software performs in-memory, in-

line deduplication and compression, 

before data is written to storage. 

FOR MORE INFORMATION visit Themis 

Computer online at www.themis.com.
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ST-9020 rugged computer  

system with 20” display,  

MIL STD shock & vibration  

qualified

For full line of rugged systems contact:

IBI SYSTEMS, INC.

6842 NW 20TH AVE, FORT LAUDERDALE, FL 33309

PHONE; 954-978-9225, WEB: www.ibi-systems.com

DU-19/U rugged monitor
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